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g__e_§net MetaCentrum

= Velké a komplexni prostredi

= Vlastni bezpecnostni model a rizeni bezpecCnosti




cesnet Bezpecnost v MetaCentru

= Flexibilita a otevrenost pro uzivatele
= Ucty, pFistupy, ulohy/VM, propojeni s jinymi
" Bezpecnost je nedilnou soucasti

= Otevrenost # chybéjici bezpecnost

= Otevrenost ma svou cenu
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cesnet Otevienost a bezpecnost

" Co délame my
= Udrzujeme bezpecné otevrené prostredi
= Dostatecny obecny bezpecnostni zaklad
" Bezpecnost jako soucast infrastruktury
= VVCasnda detekce problému

" Jak muZete prispét vy
" Pracovat se soucasnou infrastrukturou, prizpusobit svym potrebam
= Spolupracovat a byt partnerem
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Field statistics

timestamp (& L

| Sep 24,

| Sep 18,

| Sep 18,

| Sep 17,

| Sep 38, 2825 @ 11:57:78.888

2825 @ 16:408:39.06680

2825 @ 18:55:31.660

2625 @ 18:55:29.060

26825 @ 15:35:18.0688

19th 20th 21st 22nd 23rd 24th 25th 26th 27th 28th 28th a0th
Sep 16, 2025 @ 13:14:52.675 - Sep 30, 2025 @ 13:14:52.675 (interval: Autc - 12 hours)
L Sortfields 1 2 ||

Document

auth.remote 167.71.161.144 @version 1 auth.method password auth.result Accepted auth.user (D coll 78.128.242.248 event.original 2625-89-38T11:57:18.558797+82:80 78.128.2
42.248 nympha.meta.zcu.cz 2625-89-30T11:57:18+82:08 =shd[944483]: Accepted password for QNN from 167.71.161.144 port 38758 ssh2 host.name cloud255-188.cerit-sc.cz
log.file.path /data/logs/auth.28256938.1188 logsource nympha.meta.zcu.cz message Accepted password f0r~from 167.71.161.144 port 38758 ssh2 process.name sshd.

auth.remote 167.71.161.144 @version 1 auth.method password auth.result Failed auth.user root coll 78.128.242.248 event.original 2825-89-24T16:48:39.373742+82:88 78.128.242.24
& nympha.meta.zZcu.cz 2825-89-24T16:48:39+82:00 sshd[127626]: Failed password for root from 167.71.161.144 port 56168 ssh? host.name cloud?55-188.cerit-sc.cz leg.file.path /dat
a/logs/auth.26256924.1680 logsource nympha.meta.zcu.cz message Failed password for root from 167.71.161.144 port 58168 ssh2 process.name sshd process.pid 127,626 program ssh..

auth.remote 167.71.161.144 @version 1 auth.method password auth.result Failed auth.user iger_amorim coll 2681:718:ff85:289::185 event.original 2825-69-18T18:55:31.898808+82:8
@ 2881:718:ff85:289::185 galaxy-re.grid.cesnet.cz 2825-89-18T18:55:31+82:88 sshd[3425384]: Failed password for invalid user igor_amorim from 167.71.161.144 port 68252 ssh2
host.name cloud255-188.cerit-sc.cz log.file.path /data/logs/auth.28258918.1888 logsource galaxy-re.qrid.cesnet.cz message Failed password for invalid user igor_amorim from 1.

auth.remote 167.71.161.744 @version 1 auth.result Invalid auth.user igor_amorim cell 28@1:718:7f85:2089::185 event.original 2625-89-18T18:55:29.913281+82:808 2801:718:7785:209:;
1185 galaxy-re.grid.cesnet.cz 2825-89-18T18:55:29+82:68 sshd[3425384]: Invalid user igor_amorim from 167.71.161.144 port 68252 host.name cloud255-188.cerit-sc.cz leog.file.path
/data/logs/auth.26250918.1868 logsource galaxy-re.grid.cesnet.cz message Invalid user igor_amorim from 167.71.161.144 port 68252 process.name sshd process.pid 3,425, 384..

auth.remote 167.71.161.144 @version 1 auth.method password auth.result Failed auth.user root coll 2881:718:ff85:269::185 event.original 2825-89-17T15:35:18.527556+02:868 2681 :
718:7f85:2089::185 galaxy-re.grid.cesnet.cz 2025-89-17T15:35:10+82:88 sshd[2358182]: Failed password for root from 167.71.161.144 port 36248 ssh2 host.name cloud255-188.cerit-s
c.cZz log.file.path /data/logs/auth.26258917.1588 logsource galaxy-re.grid.cesnet.cz message Failed password for root from 167.71.161.144 port 36248 ssh? process.name sshd.
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metacentru m
We have detected access to your MetaCentrum account from a new location.
Attribute Info
Usermname O
IP address 167.71.161.144
Domain name xdentalacademy.com
Country* United States
Time 2025-09-30 11:57:10
309 . 2025 ntrum server nympha.meta.zcu.cz
i 1 1 .57 - pFl h |é§en|' Z 167.7 1. 161. 144 Nna *Information about the country or city may not be precise.
nym p h a If you want to report suspicious activity, please fill in captcha and click on button below.

e 12:00 — uzivatel potvrdil nelegitimni L e
pfistup 51\ c

e 12:03 - uzivatel si zménil heslo do A
Metacentra - '

| |
Bezpecfnostni tym provéril stav uctq,
StrOjG, atd. Contact: security@rt.cesnet.cz
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abuse@metacentrum.cz

support@metacentrum.cz
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